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EXECUTIVE SUMMARY
Background Information and Highlights

SASSETA developed an ICT Strategy in the 2016/2017 financial year with the purpose to
revive and position the use of Information, Communication and Technology (ICT) within the
organisation as a strategic tool to enable and to a certain extent, drive the business
operations and to automate cumbersome manual processes to derive efficiencies and
economies of scale regarding the business processes. During the initial development of the
ICT Strategy, SASSETA was faced with many challenges particularly within the ICT
department, which can be summarised as follows:

« Lack of capacity within the ICT department — The SASSETA ICT function was
outsourced to an external service provider, who did not provide value in terms of
ensuring that ICT became the lever for improvements at SASSETA. The ICT division
was newly established without any staff and the new ICT Manager had just
commenced at SASSETA and was mainly responsible for the development of the
strategy.

e« The ICT Infrastructure was old and obsolete — All the networks, servers, computers
and laptops were between five (5) and seven (7) years old. The infrastructure was
ailing and had to be constantly repaired and fixed on a daily basis to be able to service
the needs of the SASSETA staff. The environment could be described as being in
chaos as more than half of the staff needed an intervention on a regular basis to be
able to function.

e The ICT governance was non-existent — There were no ICT policies, procedures,
guidelines and standards within the ICT environment. Any form of ICT governance
structures in place were lacking and non-functional. The ICT steering committee was
established, yet non-functional due to a lack of participation, disinterest and lack of
co-ordination.

¢ The ICT audit had the worst outcomes — The outcomes of audits conducted by the
Auditor General of South Africa resulted in a limitation of scope as an audit couid not
be conducted on ICT, due to a lack of the pre-requisite requirements that needed to
be in place in order to conduct a reasonable audit.

e The business systems were outdated — SASSETA had not upgraded its systems for
over seven (7) years and as such they were no longer meeting the evolving
requirements or needs of the changing business. To this effect the Financial System
- GreatPlains was last upgraded in 2008, the HR System — VIP (which has been

replaced by an in-house SmartHR system and is currently in the process of being

Fulhy ianlame slflce avroll with

minimal functionality related to employee se ), whereas
the rest of the purchased and licensed product suite was not utilised. The core
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business system called SMS (which has been replaced by Indicium in July 2020)
was outdated and implemented in SASSETA more than seven (7) years ago, was no
longer meeting the business requirements of SASSETA due to it being a legacy
system that could not be upgraded and was also not compatible with most of the
current technologies in the market.

» The Logical Security of the ICT systems and networks was inadequate — There were
inadequate mechanisms in piace to prevent any ICT security related breaches and
the systems and networks within SASSETA were highly vulnerable. There was no
patch management, antivirus & anti-malware and firewall tools. SASSETA was not
complying with the Minimum Information Security Standards (MISS) as stipulated in
ICT Governance Frameworks.

» The physical and environmental controls and facilities within the SASSETA ICT
Infrastructure Environment were inadequate — The server room was not up to
standard and did not have all the necessary elements of a protected and secure
server environment. Physical access controls to the SASSETA server room as well
as environmental controls were lacking.

* The logical access control mechanisms were also inadequate - The management of
the Active Directory and system access was poor and thus leaving SASSETA
exposed to the likelihood of being hacked/compromised and leading to cybercrime.
This included the access control to all application systems and could have led to
serious financial losses and reputational damage.

» The management of ICT Business Continuity was not in place. — There were no
backups in case of loss of systems or data. Should there have been a business
disruption or disaster, SASSETA would not have been able to recover and negatively
affect the business, which could lead to the collapse of the business. There was no
Disaster Recovery Plan (DRP) in place.

» The general SASSETA operational environment — During this period the SETA
landscape was uncertain and no long-term planning could take place, including long
term ICT investment to justify adequate and optimal spending in ICT. During the
same time SASSETA was also under Administration and the main objective was to
stabilise the operations of SASSETA.

Having developed the ICT Strategy, the process to ensure that ICT in SASSETA played a
strategic role commenced and to this effect a three (3) year plan was established, which is
fully articulated in the previous approved strategy. The following milestones were achieved:
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ICT Operations and Support Officer

ICT Helpdesk — Currently, role is played by ICT Interns

ICT Administrator — Currently, role is played by ICT Interns

ICT Security/ Application Support — Currently, role is played by ICT Operations
Officer and ICT Interns

o O 0O O

ICT Infrastructure upgraded: The servers have been configured for virtualisation,
with the latest technology to ensure better resilience, reliability and scalability in a
cost-effective manner. All end user equipment (Laptops, Desktops, Printers and
related peripherals) were replaced or upgraded. The network infrastructure was
upgraded to ensure and provide for availability, scalability and reliability and
addressed vulnerability issues.

ICT Governance: established: ICT steering committee is fully functional with
quarterly meetings taking place and all ICT strategic and relevant matters are
discussed and recommended to Audit Risk Committee for approval. The committee
is Chaired by an external person. The ICT Governance Framework and policies have
been developed and approved.

ICT Audits: A focused approach with significant effort has resulted in a major
improvement in this area, with audit action plans being developed and implemented.
All audit matters previously raised that related to the general controls’ environment
and vulnerability assessments in terms of network security have been addressed,
which is attested to by the latest internal audit general controls review audit report.

Business Systems have been upgraded: The financial system was upgraded to
the latest version with enhanced functionality and security. The HR system has been
replaced by a completely new system to include the automation of main HR
components from payroll, leave management, performance management,
recruitment and selection, time and attendance modules, which is driven by the
Employee Self Service (ESS) workflow platform. The core business system SMS has
been upgraded to the Integrated Information Management System (IMIS) called
Indicium, which will form the core integration of systems and processes within
SASSETA.

ICT Security: The ICT security has been adequately addressed with the
implementation of the ICT Security policy which is supported by the installation,
configuration and implementation of firewalls, antivirus solution and patch
management tools.

Physical and Enwronment Controls: SASSETA has implemented adequate

CCTV cameras and a well protected and secure enwronment and fac;llties.w;th the

expected requirements of a modern ICT environment.




* Logicalaccess and control; The Active Directory has been upgraded with Windows
Server 2016. All components have been reconfigured to allow for improved security.
A comprehensive effort was undertaken to ensure that access to all business
systems is controlled, managed and regularly reviewed. Logical security processes
related to the granting of access and management at the operating system and
application system levels have been communicated to the user community and
implemented organisation wide.

» Business Continuity. Off-site cloud-based backups are fully functional with an
external service provider. The DRP has been revised and updated. A collaboration
effort between the GRC and ICT departments has undertaken a business impact
analysis that will inform the primary components for the development of an Integrated
Business Continuity Plan.

e General SASSETA Environment: SASSETA has stabilised to the extent that
management is in full controi of the strategic direction of the organisation.
Furthermore, the SETA Landscape has been extended to 2030 giving SASSETA ten
(10) years of extended operations. This will enhance business stabilisation and
contribute to growth and ensure that ICT investment is long term driven.

LONG TERM STRATEGIC DIRECTION AND ASPIRATIONS

The strategic direction that ICT shall follow for the long term is to finalise a three (3)
year Master Systems Plan (MSP). The MSP will be based on the current and future
technologies and trends. In this regard the following will be considered:

o Fourth Industrial Revolution (4IR) and Digital Transformation

Digital Transformation is the use of new, fast and frequently changing digital
technology to solve operational problems. Digital transformation is the integration
of digital technology and business processes into all areas of a business,
fundamentally changing how you operate and deliver value to stakeholders, parthers
and users. In this regard SASSETA intends to use digital technology to drive its
business and the envisaged projects will include:

o Comprehensive use of the current Integrated Management Information
System (IMIS) to incorporate stakeholders with the aim of providing
information at the fingertips of all the stakeholders anywhere, anyhow and
anytime.

o lmprove payments for Iearners and ensunng that more Iearners have access

.u‘.a..nuuu' e T T TR TR TV

interventions. Explore biometric solutions.
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o Improved accountability within SASSETA though integrated, transparent and
reliable systems that are open and accessible to our stakeholders and
partners whilst ensuring the integrity and security of our systems.

o The focus will also be on the establishment of the Project Management Centre
of excellence (PMO), where all SASSETA projects will be driven from a central
area to ensure that projects are managed in accordance with the adopted
project management principles and frameworks.

o DIGITAL TRANSFORMATION STRATEGY

The Digital Transformation journey at SASSETA commenced in the
2016/2017 financial year, albeit from a technological perspective with the main
focus being on architecting the Infrastructure environment as a first step
towards stabilising the servers, server room components, related storage
requirements as well as the data centre facilities and environmental controls.

The positioning of ICT as a value-added asset and service to SASSETA and
its stakeholders dictated that the ICT Infrastructure service role evolve from
primarily providing support to a hybrid of support and enablement of business
systems in accordance with organisational goals and objectives.

The timing of Business Transformation (Strategic Value Proposition choices,
Business Models, Business Structures, Business Processes, Business
Culture, Organisational Roles, Organisational Structures) shall fargely
influence the Digital Transformation from a technology perspective
(Architecture Frameworks, ICT Investment Models, Capacitated infrastructure
Environment, Cybersecurity, Business Systems) and should preferably run
concurrently with one another.

As a first step, the implementation of MS Office 365 coupled with MS Teams
facilitated the digital transformation journey by providing online/remote
connectivity and working as well as sharing of data and information, which
impacted on the user experience of employees, stakeholders and partners.
This may have been disruptive from an organisational cultural perspective but
promoted the adoption of the “new normal” in relation to embracing technology
and work processes as a building block to crafting the Digital Transformation
Strategy and journey.

The Digital Transformation Strategy will be phased in, spanning a five to ten-
year period as the ICT organisations positioning and corresponding role

the rate and pace of the business maturity levels and implemented in tandem




with the continuous business improvement strategies and processes. The
current ICT organisation focus on the infrastructure services shall evolve into
the business and Applications Systems space with selected partners and
stakeholders.

The impact of the Fourth Industrial Revolution (4IR) shall be considered and
timeously adopt the appropriate and relevant components in the Digital
Transformation Strategy based on the critical business needs.

Phase 1.

By its very nature, Digital Transformation is disruptive to organisations from
an employee, stakeholder and partner perspective, however in essence digital
transformation really implies major business transformation (90%) and minor
technology transformation (10%) as evidenced by the latest trends.

In this regard, the initial focus will concentrate on all aspects related to the
following:

- Connecting to ICT Consumer Experience
Onboarding of employees, stakeholders, customers, partners and system
developers, with specific focus on change dynamics in relation to the
required behavioural patterns, business and work culture and formation and
promotion of collaborative processes to facilitate the streamlining of
business operations.

- Partnering with ICT to Turbocharge the Business
Positioning ICT as the core enabler to the business with emphasis on

delivering more, faster white being agile, responsive and innovative. The
leveraging of a combination of new and emerging technologies to improve
employee, stakeholder and partner experience.

- Inculcating a Data Driven Business

Developing a Data Management Strategy and Policy that will drive the
unlocking of data and thereby improve the ICT consumer experience,
streamline operations, provide the platform for quick responsiveness to
services and innovate at speed.

The planned Document Management Project as part of the ICT Strategic
Plan will digitise all records and facilitate the creation of Data repositories in
accordance with the Data Management Strategy and Policy.

- Co-creating Value with External Stakeholders and Partners
.. Building collaborati

" partners and external stakeholders.
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- Automation of Core Business Processes
Identification of the core integrated business processes that qualify for

automation in order to minimise and/or eradicate cumbersome manual
processes and thereby improve the employee, customer, partner and
external stakeholder experience.

Phase 2.

- Artificial Intelligence (Al) and Machine Learning
Investing in Al capabilities to expedite and personalise employee,
stakeholder and partner services, reduce human bias, automating tasks
and increasing productivity.

Automated Robotic Processes (ARP) regarding the core business areas
and support functions shall be analysed from a pragmatic perspective to
identify the value added to business operations and minimising/eradicating
mundane and cumbersome processes to enhance the overall consumer
experience.

Phase 3.

The implementation of phase 3 will be highly dependent on the progress
and success of the business transformation and the level and extent of the
consumer experience being embraced by employees, stakeholders and
partners. Furthermore, the business needs shall inform the ongoing
technology requirements, the proliferation thereof, timing and the
operational lifecycle and landscape of SASSETA.

- Multi Cloud Computing
The adoption of Multi Cloud Computing will be assessed, depending on the

extent of AP led applications development and containerisation as potential
solutions due to the complexity of multi cloud environments, specifically
when moving application workloads between different cloud environments.

- Fuelling Business Performance with AP1’s
API's enable organisations to innovate faster and smarter. Operational
requirements will dictate whether SASSETA shall be acquiring relevant
AP!'s or utilising vendor supplied API's and the timing will be informed by
the progress of both the business transformation and technical
transformation.

11




Key Dependencies and Success factors

The speed, agility and urgency accorded by management to business transformation in
SASSETA in order to tango with the Digital Transformation initiatives.

Impact of any regulatory directives issued by DHET, such as the implementation of a shared
services model for the core business system (Indicium).

Adoption of the cultural and behavioural elements required by employees, stakeholders and
partners, insofar as the implementation of change programmes facilitate the embracing of
behavioural patterns that relate to the “new normal” of work,

Any budget, financial or resource constraints. The rate and pace of business fransformation
and its impact on the Enterprise Architecture, Technology Architecture, Application
Architecture and Data Architecture.

Cloud Computing - The engine for SASSETA Digital Transformation

Cloud computing is the delivery of on-demand computing resources from data storage to
applications and services over the internet.

* Cloud computing benefits to SASSETA and its stakeholders.
- Broad network access - users can access physical and virtual resources from
wherever they need to work.
- Multi-tenancy - every stakeholder enjoys own space over shared resources.
- On-demand self-service - this is a 24/7/365 service.

* Opportunities from the cloud services.

- Agility

- Mobility

- Cost reduction

- Efficiencies

- {nnovation

- Smart applications
- Big data

A

For the successful implementation of cloud services, SASSETA would require pillars
of cloud strategy.

¢ Infrastructure - cloud requires robust infrastructure to provide reliable connectivity
across devices and applications

» Innovation - cloud enables innovation at lower cost and greater scale and scope

« Skillsets - it is essential that staff and stakeholders deveiop the relevant skills and

denonnladne

e Trust — cloud computing relies or; the trust established between users, stakeholders,
providers, and regulators.
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o Environmentally Friendly Infrastructure

&}

Whilst embracing the efforts to save our environment, ICT will be embarking
on a process to create a paperless environment within SASSETA and in this
regard, we will be considering the record/document management systems that
will ensure a digital footprint, complemented by a comprehensive workflow
process supported by ICT.

The focus area will be in terms of Cloud Computing, which will specifically be
initiated with the implementation of Office 365 as the basis and progress from
there onwards. Office 365 has facilitated remote working, online meetings and
conferencing as well as online backup for all user profiles. We are also
exploring other capabilities provided by Office 365 in relation to Data
Management (SharePoint) and Workflow (Flow) for certain processes.

13




1. INTRODUCTION

The ICT department has evolved from chaos to stabilisation and is now positioned for the
growth phase to support and align to SASSETA's business strategies and objectives,
including the annual performance plans. The thrust of the current ICT strategy will be
informed and guided by the digital transformation strategy that will evolve in line with the
maturity of the SASSETA organization and the automation of business processes,
development of eco-systems in partnership with our stakeholders, depioyment of cloud
technologies and relevant 4IR technoiogies, which shall facilitate and equip the employees
and stakeholders for the “new normal” work environment from an online and remote
perspective.

The development of a Master Systems Plan (MSP) is the pivotal tool that aligns SASSETA's
organisational objectives with the rapidly changing technological environment in which it
operates,

Interactions and discussions held with internal functions including the Governance
Structures, Audit and Risk Committee (ARC), the ICT Steering Committee, SASSETA
Management and staff were taken into consideration for the development of the Master
Systems Plan (MSP) that seeks to define:

» The ICT investment plan consisting of several initiatives.

* The current and required ICT systems (operating system software and utility
components and applications) that support the strategic plan of SASSETA.

e The ICT infrastructure and utility systems software needed to host the application
systems and provide access to ICT resources within SASSETA and the relevant
stakeholders.

e The ICT organisation (ICT Human resources) required to implement the MSP.

It should be noted that the MSP was developed during several time frames, which includes
the stabilisation period post Administration and is now entering the growth phase where new
opportunities and challenges are constantly being evaluated.

To illustrate this last point - the challenge of addressing security (logical and physical and
associated general controls), network vulnerability (Cybercrime and security) and the
exposure to strategic and operational risks also present the opportunity to affirm ICT’s
position as an enabler and facilitator of business systems, digitisation and key organisational
objectives.

14




2. THE PURPOSE OF AN ICT STRATEGIC PLAN

The purpose of the Master Systems Plan for ICT and the organisation is to:

» Promote effective management of ICT as a critical asset.

« Improve communication between management as a team, staff and stakeholders.

« Align the direction of ICT to the organisational strategies and objectives.

e Enhance the flow of internal and external information and processes within the
organisation.

« Efficiently and effectively allocate ICT resources across the organisation.

« Reduce the time and expense of ICT life cycles and systems, particularly in terms of
vendor review, selection, approval and implementation and optimise the Supplier
Relationship Management processes.

3. STRATEGIC ICT PLANNING FRAMEWORK AND PROCESS

The process followed in developing this plan is based on the MSP-in-Box methodology used
by the (South African) State Information Technology Agency (SITA). This methodology is
suitable for SASSETA because it is a public sector entity and the methodology is based on
the COBIT principles.

The methodology is preferred because it ensures that the ICT Strategy is aligned to the
organisation strategy (SP) and the annual performance plan (APP). This is achieved by
addressing the following phases: :

¢ Phase 1 - Articulating the organisational strategic objectives.

¢ Phase 2 - Assessing the current ICT operations within the organisation.

« Phase 3 - Aligning the organisational strategy and annual performance plan to the [CT
strategy.

e Phase 4 - Developing an ICT Master Systems Plan that addresses the organisational
heeds.

e Phase 5 - Developing an ICT Implementation Plan or Road Map for the organisation.

¢ Phase 6 - Providing Continuous Management of ICT at strategic and operational levels.

15



4. ORGANISATION STRATEGY ARTICULATION

a. Overview of the relationship between the organisation and ICT

In this section, a view of the organisation strategy and objectives sets out the purpose of
ensuring alignment between the organisation and the Master System Plan and ICT
strategies and objectives.

ORGANISATIONAL DOMAIN ICT DOMAIN

This section also outlines the challenges that the organisation seeks to address with ICT at
the centre of the alignment and continuous improvement of systems to support the
organisation and enhance operational excellence, through business process and
organisation re-engineering.

b. The Mandate and Requlatory Framework

The mandate and the regulatory framework in which SASSETA operates determines the
extent to which ICT can operate within the SASSETA environment. ICT cannot function
outside .of the organisational imperatives, nor can it exist in isolation to the current trends
which represent the opportunities to explore ways to improve the organisation as well as to
counter the threats that ICT can address. ICT should therefore ensure that the organisation’s

FE -
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expected to comply.
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Two regulatory frameworks and mandates are considered based on the domains, namely
(1) organisation and (2) general & government. The organisation domain considers all
legislative frameworks related to SASSETA while the general government considers all
other frameworks and mandates to be considered for compliance and general government
related legislation:

IMIS = Integrated Management Information System (Indicium)

EPM = Enterprise Project Management System (Project Management)
GP = Organisation Financial Information System (MS Dynamics
GreatPlains)

HR System = SmartHR (ESS, Payroll, Time and Attendance, Performance

Management, HR Management)

RMS = Records and Document Management System (DataProof)

_ SASSETA-Organlsatlon Cne 5 el e
Skills| = Develop and implement sector sknls plan » Manual and

;_Develop e_nt'Act 97 uploads into IMIS
of'1998 : | = Establish and promote learning programmes | {Indicium System)

* Manual and
~ | = Register agreements for learning | Website
programmes
= IMIS (Indicium
= Perform any functions delegated by the| System)
QCTO

» Manual
» Collect and disburse skills development
levies «IMIS and GP
& ki Systems
Skllls-! Development « Receive and distribute levies paid into its | =IMIS and GP
Ley_ - account by constituencies Systems
_ | » Learners are registered to the National | » IMIS (Indicium
'.'Quallf;catlons - Learner Record database System)
Framew k'Act 67 of = Learning programmes are accredited and
;2008 outcome based » [IMIS (Indicium
' System)

mance » The SETA submits its strategic plan and } = Manual process

_EF_’..u_bIl_c o Fin
2 Act 29‘ N _annual performance p!an within the

M

I!ull \J U\Jl \ U ;

| » The SETA has appointed mternal auditors
1 = PFMA compliance charter » Manual process
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_Employment Equity | » When recruiting learners, the SETA | = Manual process
Act; 1998 Act No 55 considers the employment equity targets as
of: ’199 SR outlined in the Act for redress

_ General and Government i

R Prepare Financial Statements in T Ménual, Exce'l,

accordance with generally recognised CASE and GP
accounting practice (GRAP) System

| = General responsibilities of accounting
authorities. (1) An accounting authority for
a public entity must ensure that the public
entity has and maintains:

(i} effective, efficient and transparent systems
of financial and risk management and internal | » GP System

control; * Risk management
— manual, Excel
(i) an appropriate procurement and and Website

provisioning system which is fair, equitable,
transparent, competitive and cost-effective;
* SCM (Manual
(iii) a system for properly evaluating all major process)

.| capital projects prior to a final decision on the
| project;

.| (b) Must take effective and appropriate steps | * SCM (Manual
“| to; process)

(i) collect all revenue due to the public entity » Manual and GP
: concerned: and System

| (i) prevent irregular expenditure, fruitless and
| wasteful expenditure, losses resulting from » Manual process

: | criminal conduct, and expenditure not

| complying with the operational policies of the

.| public entity; and

: * GP System

_- (i) manage available working capital
- .| efficiently and economically;
" "GPSystem I . .

o) e eLpOTsIbIG TUT TS Thanagenient,
|| including the safe-guarding, of the assets and
- | for the management of the revenue,
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.1 expenditure and liabilities of the public entity;

and Regul
Basic Condltlons

(BCEA)
Labour Relatl
E_Act (LRA)

'Publlc Ser_v_lce Act

of. Employment'Act

Management of compensation and
remuneration of employee
Management of Leave
Recruitment and Selection

Employee Performance Management

Training and Development

* SmartHR System
(Payroll)

» SmartHR System
(ESS)

= Manual process
(To be automated
in SmartHR)

» SmartHR System

= Manual process
(To be automated
in SmartHR)

Publication and production of PAIA manual
for request of records and information.

» Manual and
VWebsite

Preserve public and non-public records with
enduring value for use by the public and the
State

» Manual process

.-Protet:'tion'of
Personal :
f-ilnformatlo '
(POPIA)

Protection of Personal Information in the
organisation

= Manual process

» SmartHR

» Great Plains

» Document
Management and
Storage

* Indicium

c. Stakeholder Map

The internal and external stakeholders that ICT serve are mapped out below:

i. Internal

Stakeholders:

The organisational

structure within SASSETA

The organogram below sets out the current organisational structure. The new
structure has been approved and will expand the ICT sub-programme.
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CHIEF EXECUTIVE

Su bply Chain ..

— HumanResources |

i Infurmauon
Cummunlcatlan and

“Learning -
Programmes

Edu_catl_oh, Tra:ining

:Ski'_l'l'gPl'annin'g :

Management Quality Assurance “and Research
LRI *Technology. A o ANG Research

| Auxiliary Services -

Marketing and
*Communication .

ii. SASSETA External Stakeholders

Educatlon and Tralnlhg

B CHAMBERS RENTESS
-'Prwate Security Industry
‘South Africa Police Service
Deparime_nt of Defence
-Department of Comrections
Department of Justice
intellagence Serwces

 Strategic
Partners -

‘Governance,

Compliance




.

ICT relationship with stakeholders

g 'l.‘VETs', 'Trai.ni.n-g Sew;ceprovlders; Universiti
Colleges, Researchers " =

" INTERNAL
" STAKEHOLDERS

Support (IMIS, EPM,
. SmartHR, GP)
' Email & Internet
- Desktop Support
" Printing Support
- Server Support
Network Support
Vendor Management
Website and Intranet

d. Strategic goal and objectives / Analysis and challenges

Strategic Outcomes and Programmes

The following are the strategic outcomes for SASSETA according to the 2020/2021
SASSETA Annual Performance Plan (APP) and Strategic Plan (SP).

Goal.

‘Goal Statement (APP) |

__Strategic Outcome

Provide strategic
leadership, technical and
administrative support.

1.1 Strengthen collaboratlon W|th stakeholders to
enhance capacity to develop skills within the sector.

1.2lmprove business processes to promote good
governance and an ethical environment

1.3To ensure overall financial management, good
governance  and compliance, acquisition,
A onment._and

delivering the man ate of the
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1.4To ensure proper revenue collection, budgeting and
spending in line with the Public Finance
Management Act and Treasury Regulations.

1.5 Effective provisioning of Information,
Communication and Technology to enabie and
support the business of the SETA.

1.6 To promote the brand of SASSETA and to enhance
stakeholder relations.

development  capacity
though the certification of
the learners and
enforcing training
standards.

2 To institutionalise and |2.1 Strengthen institutional mechanisms for skiils
strengthen mechanisms ! planning.
for  skills planning, | 2.2 Strengthen the monitoring and evaluation
research, monitoring, processes to enhance integrity of reporting
evaluation and reporting. organisational performance information.

2.3 To ensure execution of credible research to inform
the Sector Skills Plan and to administer the
Mandatory Grants.

3 To reduce the scarce and | 3.1 Increase the skills of the safety and security sector
critical skilis gap in the workforce by providing occupationally directed
safety and security sector | learning  programmes that contribute to the
though the provisioning | transformation and professionalisation of the sector.
of quality learning | 3.2 Increase the skills of unemployed persons by
programmes. providing occupationally directed learning

programmes that are NQF

aligned and workplace experience that will
improve their
employability.

3.3 Supporting NGO's, CBO's and Trade Unions, as
well as supporting learners participating in youth,
adult language and numeracy skills to enable further
training.

3.4 Supporting students on Candidacy Placement,
forging partnerships  with Community Colleges,
providing  skills  development support for
entrepreneurship and cooperative development,

4 To build quality skills |4.1 Increase access to occupational qualifications in

the safety
and security sector.

4.2 Enhancing the quality of discharging and enforcing

training standards and certifying learners in the

security sector.
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The role and positioning of ICT in the achievement of the SASSETA strategic objectives is

to ensure:

» The role and positioning of ICT will evolve from primarily being support oriented to a
combination of support and enablement to align to SASSETA’s business objectives.

» The Digital Transformation Strategy shall be aligned to the ICT Strategy, which in turn
must be aligned to the Strategic Plan and Annual Performance Plan of SASSETA.

» Business processes are automated in the areas that will impact directly and positively
on employee and stakeholder productivity.

= Good corporate governance is maintained throughout the Implementation and usage of
the automated systems and the related systems environment.

»  |mprove systems integrity through the implementation of good governance practices.

= Digitally Transform the business environment in support of the business objectives to
enable operational excellence by applying a phased approach.

4.4.3 Strategic Goal Impact Analysis

Strategic Objectives - -

.| ICT Challenges “Pain Points” -

Implement effective, efficient
and economical financial and
supply chain management,
to ensure overall financial
management, sound
procurement practices, good
governance and compliance
in delivering the mandate of
the SETA

* Manual purchase order management and commltments

* Poor management of contracts

» Procurement process is mainly manual resuiting in
manipulation and lack of accountability and transparency

= Manually produced AFS which is prone to errors resulting
in inaccurate financial reporting, gualified audit findings
and non-compliance to legislation and GRAP

Build organisational capacity
through acquisition,
development and retention
of human capital {o deliver on
the mandate of the SETA

» Recruitment and selection process is manual and
cumbersome
» Skills development statistics are not available and in need

for intervention

Establish accessible and
integrated ICT infrastructure

Jooand  husinoce

» ICT infrastructure modernisation.
= |CT security exposures including cyber-attacks.
: |

nt repositories and |

data warehouse.
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business to enhance service
delivery

» Lack of automated business processes for core business
areas.

Lack of utility systems for capacity planning and helpdesk.
Lack of enterprise architecture framework and software.
Inadequate ICT human resources

Implement a Marketing and
Communications Strategy to
strengthen the SASSETA
brand and to enhance

stakeholder relations

Strateglc Objectlves

G _Cha!l_e__'nges “Pain Points” g

Inability to communicate the SASSETA achievements

through dashboards

* Inadequately implemented call
system

 Lack of CRM (Customer Relationship Management)/SRM
(Stakeholder Relationship Management) programme to
track stakehoider care, stakeholder tracking and query

management

centre management

Instltutlonallsed robust
planning towards
achievement of the SETA
mandate and build stronger
relationships  with training
institutions in the sector

* Lack of proper systems to manage the research outputs

= Ineffective communication and stakeholder engagement
for research development and reporting

* Process to submit skills plans not streamlined.

» Need to provide comprehensive analysis of WSPs

*» [nadequate systems to plan, submit and report on the
strategic, annual performance plans due to cumbersome
manual processes.

Improve Mandatory Grant
disbursement and
stakeholder participation to
enhance understanding of
the scarce and critical skills
needs across the safety and
security sector

* Improve systems for electronic stakeholder submissions
in addition to the website, email and newsletter
communications

» Unreliable information on supply and demand of skills in
the safety and security sector.

» lLack of adequate integration between systems within
SASSETA

* Poor document management systems

Improve research output in
terms of quality, quantity and
impact while continuing to
devel i

Strateglc Objectlves

3 Chai!enges “Pam Pomts

» Lack of adequate integration between systems within
SASSETA
* Poor document management systems

'u1

occupat:ons in hlgh demand

e Cinaueyuaie proj

""anagement system o
learning programmes
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¢ Inability to track documents in Learner and Project files

digitally

e Delays and late payments due to incomplete verified

information

¢ Dependency on tedious manual processes and manual

administration of learner and project file documents.

Linking Education and the
Workplace

e The Indicium system requires certain enhancements.
e Commitment register must be manually uploaded to the

finance system and manually reconciied

Increased access to | « Data, Knowledge and Analytics
occupationally directed
programmes.

The growth of the public

o Data, Knowledge and Analytics

Ensured efficiency in the
delivery of occupational
qualifications for the safety
and security sector.

¢ High turnaround times for the printing of certificates.
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e. General organisation challenges related to ICT and ICT approach

udge etween
departments resuits in lack of
integration of systems

ucate employees
at all levels on how
to maximise
technology usage to
improve productivity
learning, education
and operational
efficiencies.

ongoing

:.manual
__therefore

'_places
?.unnece_ss

‘prolonged and
-mefﬂc:lent and__
- an,

T Manual time and attendance

mean it is difficult to manage

' 4 overtime (MS Excel) and
_-_SASSETA are_?
and-

audit attendance.

Biometric Access
Control linked to
Time and
Attendance module

implementation

Anticipated go-

In process of

on SmartHR system | live 31
for tracking December 2021
Overtime.

Manual asset management | Automated Asset

process is time consuming Tracking system Completed

linked to GP

| requisition leads to delays in
| the procurement of goods

| and is an inefficient method
1 to handle large volumes of

| requisitions that are received
| from all departments.

1 Manual budget process which
-1 is managed in Ms Excel does
- not
] decision-making in terms of

| budget status and availability
. | of funds.

allow for real time

! Finance department has
-+ | difficuity in tracking
=71 outstanding invoices. (i.e.
- . those that have been issued
| but not been paid)

Manual filing processes ilmlt

Implementation of an
integrated and
automated SCM
system and an
optimal Financial
Management system
which would include
full functionality of
the ERP capabilities
provided by
GreatPlains.

31 March 2022
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.1 that have operational

‘| deadlines.

2| Lack of ICT resources

| resulting in inadequate

- organisational support from
| ICT.

New organisational
structure includes
ICT Security Officer,
ICT Helpdesk and
ICT Administrator to
improve services,

31 March 2021

Proourement

Prolonged SCM procedures

| negatively impacts timelines

Proactively engaging
with the SCM to fast-

Ongoing

| replaced and migration of
| data is currently taking place.

Completeness and accuracy
of migrated data.

management system
to be implemented

| for delivery of ICT services. | track ICT
procurement
: requests
- | System to archive Web based
-| documents has been document 31 March 2022

Senior Managers experience
problems with the
composition of Annual

| Performance Plans (APP),

| Strategic Plans (SP) and

| Annual Reports (AR) which is
| linked to sharing of

| documents (Shared drive).

| There is a lack of version

-| control that resuits in

conflicting/contradictory and
incorrect information in

1 strategic documents.

On-line  document
management system
/ project

management system
will enable real time
editing and auto
saving of last
document edited.

31 March 2022

Insufficient data storage

-| capacity

Acquisition of more
and larger servers to
accommodate
increased

storage needs

date

Completed

Sirategic

1CT ¢
iplan'nin

| Plans
organisation

‘and negative
=4 audit outcome,

Lack of Disaster Recovery

‘| Plan and Business Continuity
expose
to

the
risk and

ConﬁnUitV e o e T S e D

Disaster Recovery
Plan and Business
Continuity Plans
developed.

March 2021
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o December 2021

1 Engagements  with other
| SETA's or SOE’s to facilitate
| reciprocal agreements for
- | alternate sites where there is
-1 compatibility with servers and
- .| network topologies.

- Non-implementation of | Acquire appropriate
Management | specialised risk management | risk management
Strategy | software, to analyse, manage | software. 30 September
: ~|and report organisational 2021
=21 risks

5. ICT STRATEGIES TO MEET THE OBJECTIVES

i. System Requirements to meet organisational challenges.

1. Integrated * Upgrade of |+ System should be able | Very Completed
Financial and Organisation to automatically | high
Accounting from ver. 10.0 consolidate,  prepare
system to 16 and generate a full set

of financial reports in
compliance fo GRAP
and PFMA,

* Manual uploading prone
to emors to be
eliminated.

* Accurate reporting on
all financial information
of SASSETA in one
consolidated  system

with Organisation

Intelligence capability. -
+ Implementation of Case 1 August

Ware software for 2021

preparation of AFS

Ongoing
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Integrate other
systems tfo
Organisation

2. Procurement Activate Procurement process to | Very
and Contract modules be automated and | High
Management within  Great integrated with Central 31 January
system Plains to Supplier Database 2022
enable SCM (CSD-Treasury) with full
process  for audit trails for all
procurement activities  within  the
and contract system.
management. Automated
management of
contracts and Inventory
management within
SASSETA
3. Customer Procurement Improve the | High
Relationship and management of calls
Management Customisation and queries logged with
(CRM) of an online in SASSETA 31
System/ the cloud Improve  stakeholder December
Stakeholder system experience with 2021
Relationship SASSETA
Management
(SRM) System
4. Improved Continuously Reduce turnaround time Ongoing
dissemination improve new for information flow and
of information website  and query resolution
on online intranet
platforms
5. Fully Finalise  the Reduce cost related io | Very Complete
integrated migration  of outsourced HR payroll | High
Human VIP to the administration and
Resource inhouse security of information
Management SmartHR
System payroll
system.
High Complete
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Activate Automate and Improve
performance performance
management measurement and
system within production levels within
SmartHR SASSETA
Mediu | 31 March
Activate Reduce turnaround time | m 2022
Recruitment to hire staff and improve
and selection retention of staff
module within
SmartHR
31 March
Activate Time - To automate the 2022
and attendance register and
Attendance more accurately
module within calculate overtime
SmartHR
6. Proactive and Procure and Enhance risk mitigation | High 30 _
automated Customize and facilitate proactive September
management risk management of risks 2021
of risk and management
reporting sofiware
7. Digital asset Activate asset Improve asset tracking | High Complete
management management and accounting within
system module  with SASSETA
GreatPlains.

8. Electronic Implement an Improve the document | Very
Document electronic flow  and registry | high
Management document function within 31  March
Systems management SASSETA. 2022
system Eliminate document
loss
Improve efficiencies by
easy access  and
retrieval of documents
9. Research Electronic Facilitate research | High
i , 31 March
research 2022
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documents

and study | = Provide information on
materials demand fo stakeholders
*  Provide and share relevant
secured online knowledge
access to
SASSETA
information
and resources
to
stakeholders
10.Data + Implement » Retention of institutional | Meadiu
Warehousing tools to create knowledge within | m o
and Data knowledge, SASSETA High 31 March
Analytics and manage » Data Analysis to inform 2022
Knowledge information and enhance the
Management and management decision
disseminate making process.

information to
facilitate data

analysis
11.Automation of | + Develop al* Improve turnaround | Very
Administration portal and times for the submission | high Completed
of WSP, intranet-based of critical planning
Strategic system to load information. Allows for
plans and plans and proper  consolidation
Annual manage the and ease of reporting of
performance information performance for
plans, SASSETA
12.Bl Tool for Bl tool has  been
IMIS Bl tool to be|implemented. Completed
(Indicium) provided for the
analysis of data
and

customisation of

Develop an | The core integrated | Very 30 June
integrated business processes will be | high 2022
usiness orocess 1 identifl
e
(Core core business

ness
Process

“operational’
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Business
Systems and
Support
Systems)

14. Automation of
learner and
project files

15.To provide a
Biometric
Learner
Stipend
Disbursement
and
Management
Solution

areas to automate
cumbersome
manual business
processes with a
corresponding
workflow system.

Develop an
integrated
business process
system for the
core business
areas to automate
cumbersome
manual business
processes with a
corresponding
workflow system.

To procure and
implement an
appropriate
biometric learner
stipend
disbursement and
management
system

efficiencies that can be
derived.

The automation of core
integrated business
processes will enhance the
operational processes and
minimize the reliance on
paper based  manual
solutions.

The digitisation of learner
and project files  will
enhance the operations in
relation to record keeping.

Integration to the Data
Warehouse.

To enhance the attendance
registers verification
process and ensure that
learner stipends are paid
timeously.

Very
high

Very
high

30
2022

31
2022

June

March
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5.1.2 Data and information requirements

The following will be implemented in (2021/22/23) to meet the main organisational
challenges:

Document Management and Electronic | 31 March
based documents | workflow system 2022
(DataProof) Ongoing
2. Information integrity Document Management and Electronic | 31 March
workflow system 2022
3. Version controf Document Management and Electronic | 31 March
workflow system 2022
4. Backup and Recovery of | Cloud Based Backup and Recovery Completed
data (On going)
5. Cloud storage and Completed
reliability of data Office 365 — OneDrive (On going)
6. Access to data on the Completed
sarver (Shared drive) Office 365 - SharePoint (Oﬂ going)
from anywhere
7. Sharing of data with Completed
stakeholders Office 365 - emails (On going)
8. Information about Completed
learners, assessors, | Integrated Information Management
moderators, training | SYstems (Indicium)
service providers
9. Financial information Completed
related to payments to | Integrated Information Management
service providers and | Systems (Indicium)
learners
10. Statistical  information Completed
sartioular searce skills Syeeme (RatI e
within the sector
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11.Project information for Integrated Information Management Completed
Discretionary Grants Systems (Indicium)
12.Preparation of AFS Case Ware on dedicated virtual server Completed

5.1.3 Training requirements

It is anticipated that the following training interventions will alleviate the ICT skills gap at
both Management and Staff levels and, in so doing, increase overall productivity, quality of
output and service delivery. The training set out below is dependent on available budget
and a thorough needs analysis involving Executive Management.

a) ICT security awareness and remote working for all employees - ongoing

b) Training on reports generation for major systems — Indicium, GreatPlains, SmartHR,
DataProof

¢) ICT soft skills (Leadership Skills, Teamwork, Communication Skills, Problem Solving
Skills, Work Ethic, Flexibility/Adaptability, Interpersonal Skills and 4IR and Digitisation
culture) training for ICT employees and organisationally

d) Microsoft office (Ms Word, Excel): Staff attended Excel training in 2019. Ms Word
training will be planned in 2021/2022

e) MS Project: Selected staff members who need to use MS Projects will be trained in the
next financial year. |

f) MS Office 365 cloud services (teams, OneDrive, SharePoint, Power Bl etc)

g) Data and Knowledge Management training to train employees to identify, create,
represent, distribute, and enable adoption of insights and experiences.

h} Business Intelligence and Data Analysis training to enable employees to draw
conclusions on the basis of information available to them with the help of various
software or specialized systems

i) Adobe Design Suite training for Marketing and Communications staff.

J) Graphic Design Software training for Marketing and Communication staff.

k) Data Management and Analysis training for data warehousing.

1) Automated business process training for new way of working.

m}  Architecture, Capacity Management and Helpdesk training for ICT staff.
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